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1. Introduction 4. Results

Supervisory Control and Data Acquisition (SCADA) systems have Following the methodology steps, different results can be
been a critical tool for managing power systems for several outlined. The main research results, in this case, are the designed
decades. These systems allow operators to monitor and control models and software prototypes, Iillustrated Iin the following
power generation, transmission, and distribution, ensuring that figures.
electricity is delivered reliably and efficiently to consumers. With Data entry —_—
the recent advances In artificial intelligence, SCADA systems : 1 ;
have become even more powerful, with features like ﬁJ \1 ?
measurement forecasts, anomaly detection, and intrusion oo Data poin e P e
detection. -

This research explores how machine learning and soft computing ?1
can be used to enhance SCADA features, from optimizing power : Feature mapper
generation and transmission to identifying and preventing cyber " (.
attacks. Specifically, we Iinvestigate the various ways these e gy ll
technologies can be integrated into SCADA systems to improve

their accuracy, efficiency, and security.
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2. Problem Description
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This research focuses on enhancing event-driven SCADA = inctap IO L2 0, inet 15 15
systems with advanced analytical features to improve real-time e ' it
decision-making and predictive maintenance. Our contributions } | //
include: \\
. Specification of a generic framework that produces advanced WAV

analytical components for event-driven SCADA systems f'"esf,am/)@eme"” Mea;*ieme"" SWi‘°"Stf‘f/ :
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A metamodel that unifies SCADA data and datasets used by
the analytical component

An advanced analytics framework prototype demonstrating
the framework's effectiveness
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By streamlining the integration of machine learning and artificial Data mapping based on the metamodel
intelligence into SCADA systems, we aim to create new features v i
and business cases Iin event-driven SCADA systems. o
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3. Methodology Bus 6 (35 KV v rerpe L
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i The methodology taken to achieve the o ooy
SCADA with research results involved analysis of v 1ospu
advancec analiics | existing SCADA systems with advanced
’ analytics capabilities. Findings from that N S‘S E',_._,
analysis are used to detect common A Y Y  sussokv)
architectural elements. Additionally, looking V1 5 le 8 % :é%ﬂt'}“’
Y at the datasets and how they are created Va 04"
Detection of common| from SCADA data helps in understanding AlIMM-enhanced SCADA system performing state estimation
architecture elements)|  how the two are connected. The resulting models, framework, and prototype show potential
for practical use. The models tackle all the research use cases and
All these pieces of information help design the framework was developed and open-sourced, including some
J the aggregated data metamodel, and the of the prototype examples [2].
generic framework for advanced analytics .
Metamodel and components in SCADA systems. A 5. Conclusion

framework design P :
° framework named Artificial Intelligence

Model Manager (AIMM) is developed and
used In real-life power system scenarios:
v measurement forecast and power grid
state estimation [1]. The component was
integrated into Koncar's Proza Hat event-

Overall, this research is estimated as successful. All the goals and
contributions are achieved, setting AIMM up as a useful tool for
advanced analytics integration in event-driven SCADA systems.
Future research and development expanding on the topics are
also likely, as new scenarios of advanced analytics use emerge

Use In a real-life

scenario regularly.
driven SCADA system
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