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1. Introduction

Formal model Validate attack
Single Sign-On  (SSO) protocols enable exchange of R

O Bl | development
authentication and authorization data between trusted service

NO
providers and identity providers, enabling user to have one set of
credentials at identity provider and being able to use services at Validate the
multiple service providers. SAML V2.0 [1] is one of the most used model using Results OK? -
protocols that provide SSO functionality. SAML V2.0 is mostly executable lemmas
used by qgovernmental, federal and education Institutions. YES
Example implementations are Croatian National Identity and
Authentication System (NIAS) and Authentication and Verify model against o o ol
Authorization Infrastructure of Science and Higher Education in security lemmas
Croatia (AAI@EduHr). YES
2. Problem Description Formal proof

Compromising IdP or braking SSO protocol can allow a malicious 4. Preliminary Results

actor to access a broad set of services and consequently a broad

i R , _ For now we managed to formally model one use case SP-initiated
set of sensitive user data. SSO protocol is single point of failure SSO with POST/Artifact bindings from SAML V2.0 web browser

therefore It would be of much use to have formal proof that it is SSO profile. We generated 8 different variants of use case in

ISDGC:_:’G- Itis C_‘Em][j:c'ex to C;?fite a fcormal model Olf SAMtL t\./2.0 Sst?\ accordance with different possible implementations of secure ID
rotiie since It ofters six airerent use case impiementations wi generation, RelayState handling and authentication request

various options. sighing. Results of analysing broad set of security properties of

(" ) : : : :
Students use SSO service implemented with SAML given use case Is shown in following table.
V2.0 to access Studomat No. Property Protocol variant
\. J SI'S SI'W SNS SOW  Ur'S  Urw  uns  unw
@ / ' A\ }@ | sec_Client_Resource_Authenticity
) STU DO M AT ) /é\f 2 sec_Client_Resource_Authenticity _Strong
@ /_) o @frauvsir 3 sec_Client_Registered_Resource Secrecy
, 4 sec_Client_Registered_Resource_Secrecy_Strong X X X X X X X X
Client SP IdP 5 sec_Client_Resource_Secrecy
Resource request 6 sec_Client_Resource Secrecy_Strong
7 sec_Client_Resource Freshness
HTTP ReSpOIlSG with HTML POST ) sec_Client_SP_Non_Injective_Agreement

WO

form containing <AuthnRequest> sec_Client_SP_Non_Injective_Agreement_Strong
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sec_Client_SP_Injective_Agreement

—
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sec_Client_SP_Injective_Agreement_Strong
sec_SP_Client_Resource_Secrecy
sec_SP_Client_Resource_Secrecy_Strong
sec_SP_Client_Non_Injective_Agreement
sec_SP_Client_Non_Injective_Agreement_Strong
sec_SP_IdP_Weak_Agreement
sec_SP_IdP_Weak_Agreement_Strong
sec_SP_IdP_Non_Injective_Agreement

HTTP POST with <AuthnRequest>
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Request for user authentication

o
o Lh

User authenticates
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sec_SP_IdP_Non_Injective_Agreement_Strong
sec_SP_IdP_Authentication_Freshness
sec_SP_IdP_Authentication_Freshness_Strong
sec_SP_IdP_Assertion_Secrecy

HTTP Response with HTML POST form containing <Artifact>
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HTTP POST containing <Artifact> < ArtifactResolve>
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sec_SP_IdP_Assertion_Secrecy_Strong
sec_IdP_SP_Non_Injective_Pre_Agreement X X X X
sec_IdP_SP_Weak_Agreement

sec_IdP_SP_Non_Injective_Agreement

<ArtifactResponse> with

<Response> containing
authentication assertion
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Resource 27  sec_IdP_SP_Injective_Agreement X X X X X X X X
28 sec_IdP_SP_Assertion_Secrecy
Legend:
first letter of the protocol variant — authorization requests are signed (*s”) or unsigned (*u™)
second letter of the protocol variant — relay state mechanism 1s used (*r”) or not used (“n”)
IS THE SAML V2.0 SSO PROTOCOL REALLY SECURE® third letter of the protocol variant — random IDs are cryptographically strong (s™) or weak (“w™)
— properly verified, X— property falsified
3. Methodology 5. Conclusion
Formal analysis could give us guarantee that SAML V2.0 SSO The results of formal verification of security proprieties of SP-
Profile is secure or can provide us enough knowledge on how to initiated SSO with POST/Artifact bindings have shown that most
improve the protocol security. Tamarin Prover is the state-of-the- Important security properties of resource and assertion secrecy
art tool for formal analysis of security protocols [2]. We used it to hold in all possible variants of protocol.
create formal model of the use case SP-initiated SSO with n future work we would like to create comprehensive formal
POST/Artifact bindings from SAML V2.0 web browser SSO profile. models of all possible use cases of Web Browser SAML SSO
To build such a model we needed to iterate many times through Profile and to automatically verify presented security properties.
following process.
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