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1. Potreba za računalnom provjerom 
znanja bez nadzora 

• Primjena tehnologija u usvajanju i provjeri znanja 
– vrijednost globalnog tržišta e-learning usluga za 2016. procijenjena na 

>170 milijardi USD[1] 
– visoka zastupljenost korištenja u visokoškolskim institucijama[2] 
– masovni otvoreni on-line tečajevi (engl. MOOC) – u 2015. bilo je 

dostupno >2400 tečajeva s >16 milijuna upisanih korisnika[3] 
 

• Provjera znanja 
– pruža povratnu informaciju 

• ispitanicima (formativna) 
• ispitivačima (sumativna) 

 
_________________________________________________________________________________________________________ 
[1] „E-Learning Market Share, Size | Industry Report, 2023”, www.gminsights.com/industry-analysis/elearning-market-size 
[2] Gaebel, M., Kupriyanova, V., Morais, R., Colucci E., „E-learning in European  Higher Education  Institutions”, 
http://www.eua.be/Libraries/publication/e-learning_survey 
[3] Shah, D., Y. „Online Courses Raise Their Game: A Review of MOOC Stats and Trends in 2014”,  
www.class-central.com/report/moocs-stats-and-trends-2014/ 
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Presenter
Presentation Notes
The growth in online distance education enrolments is accelerating at a rapid pace. In the USA, during the fall semester of 2002, only 9.6% of students in post-secondary institutions were undertaking at least one distance education course, rising to 29.3% in the fall semester of 2009 (Fask, Englander, and Wang 2014 Fask, A., F. Englander, and Z. Wang. 2014. “Do Online Exams Facilitate Cheating? An Experiment Designed to Separate Possible Cheating from the Effect of the Online Test Taking Environment.” Journal of Academic Ethics 12 (2): 101–112.10.1007/s10805-014-9207-1[CrossRef], [Google Scholar]). A more recent survey places the proportion at 34% in the USA, with online enrolments increasing five times faster than total enrolments (Bailey, Barton, and Mullen 2014 Bailey, A., C. Barton, and K. Mullen. (2014). The five faces of online education: What students and parents want. BCG Perspectives. Retrieved from http://www.bcgperspectives.com/content/articles/education_consumer_insight_five_faces_online_education_what_students_parents_want/. [Google Scholar]). Online learning has created significant flexibility for learners looking to further their education whilst balancing work and life demands. It has also become critical to the ongoing success of many higher education providers (Trenholm 2007 Trenholm, S. 2007. “A Review of Cheating in Fully Asynchronous Online Courses: A Math or Fact-based Course Perspective.” Journal of Educational Technology Systems 35 (3): 281–300.10.2190/Y78L-H21X-241N-7Q02[CrossRef], [Google Scholar]). Further, the advent on massive open online courses is also revolutionising how we think about educational delivery.
In business schools, particularly at the post-graduate level, online courses have proliferated and many degrees can be obtained partly or fully online. Consumers of these courses are typically busy individuals with full time jobs, family commitments and an urgency to fast track their academic accomplishments so they can advance their careers. Many business schools must reconsider their strategy around educational delivery to accommodate these learners (Bailey, Barton, and Mullen 2014 Bailey, A., C. Barton, and K. Mullen. (2014). The five faces of online education: What students and parents want. BCG Perspectives. Retrieved from http://www.bcgperspectives.com/content/articles/education_consumer_insight_five_faces_online_education_what_students_parents_want/. [Google Scholar]). Once such strategy has changed considerably is student assessment. For many institutions, the desire to expand online markets to secure funding has meant they have had to develop retention strategies for students who want flexibility in their study plans (Fask, Englander, and Wang 2014 Fask, A., F. Englander, and Z. Wang. 2014. “Do Online Exams Facilitate Cheating? An Experiment Designed to Separate Possible Cheating from the Effect of the Online Test Taking Environment.” Journal of Academic Ethics 12 (2): 101–112.10.1007/s10805-014-9207-1[CrossRef], [Google Scholar]). This has led to more online unsupervised testing which the students can complete off campus at a time that suits their schedules (Schultz, Schultz, and Round 2008 Schultz, M., J. Schultz, and G. Round. 2008. “Online Non-proctored Testing and Its Affect on Final Course Grades.” The Business Review, Cambridge 9 (2): 11–16. [Google Scholar]).
http://www.tandfonline.com/doi/full/10.1080/02602938.2014.956683?scroll=top&needAccess=true

 uz očekivani rast >5% godišnje


http://www.eua.be/Libraries/publication/e-learning_survey


1. Potreba za računalnom provjerom 
znanja bez nadzora 

• Prednosti primjene tehnologija u provjeri znanja 
uključuju: 
– dinamička prezentacija multimedijskog sadržaja i interaktivnih 

simulacija 
– adaptivno testiranje (teorija odaziva na čestice) 
– ušteda na pripremi i distribuciji papirnatih materijala 
– praćenje dodatnih parametara provjere osim konačnih odgovora 
– automatizirana obradba rezultata provjere 
– skalabilno pružanje pravovremene povratne informacije 
– pristupačnost 
– skalabilnost 
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Presentation Notes
Pristupačnost je bitna ne samo jer je praktična, nego i esencijalna za akreditirane tečajeve koji se u potpunosti polažu online



2. Varaju li studenti na ispitima i zašto? 

• Glavni razlozi za varanje na ispitima[4-6]: 
– neefikasne strategije učenja i loša organizacija vremena 
– manjak intrinzične motivacije za usvajanjem nekog znanja 
– nerealni društveni kriteriji i pritisak za uspjeh 
– loše ocjene i strah od posljedica lošeg rezultata 
– pritisak kolega 
– kompetitivnost 

 

_____________________________________________ 
[4] Trenholm, S. 2007. „A Review of Cheating in Fully Asynchronous Online Courses: A Math or Fact-based 
Course Perspective.” Journal of Educational Technology Systems 35 (3): 281–300. 
[5] Hensley, L. 2013. „To Cheat or Not to Cheat: A Review with Implications for Practice.” The Community 
College Enterprise 19 (2): 22–34. 
[6] Peled, Y., C. Barczyk, Y. Eshet, and K. Grinautski. 2012. „Learning Motivation and Student Academic 
Dishonesty – A Comparison between Face-to-face and Online Courses.” Chais Conference on Instructional 
Technologies Research, Raanana, Israel. 
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2. Varaju li studenti na ispitima i zašto? 

• Varanje na ispitima u visokoškolskom obrazovanju 
ponekad korelira s[7-9]: 
– varanjem na ispitima u srednjoj školi 
– bračnim statusom 
– religioznošću 
– subjektivnom ocjenom zadovoljstvom studijem 
– kronološkom dobi 
– predznanjem o tome hoće li drugi varati 
– najviše varaju budući inženjeri i ekonomisti 

_____________________________________________ 
[7] Tolkin L., Glick S. 2007. „Ethical behavioral standards of medical students on examinations and studies” 
Harefuah; 146(6):429-34. 
[8] Dille, E. 2011. „A Multi-institutional Investigation into Cheating on Tests in College Online Courses.” 
Doktorska disertacija, University of South Carolina, SC. 
[9] Rettinger, D. A., Kramer, Y. 2009. „Situational and Personal Causes of Student Cheating.” Research in 
Higher Education 50(3): 293-313. 
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There have been concerns expressed by some students and faculty that the online examinations, common to distance learning courses, may be more vulnerable to student cheating than exams given in a more traditional, proctored environment. 

Increasing cheating in online courses can be explained in part by the levels of anonymity online courses can provide, changing views on the morality of cheating, increasing pressure to have higher degrees to remain competitive in modern society, and the growth and availability of online courses that can ‘fit’ into peoples’ busy lifestyles (Trenholm 2007 Trenholm, S. 2007. “A Review of Cheating in Fully Asynchronous Online Courses: A Math or Fact-based Course Perspective.” Journal of Educational Technology Systems 35 (3): 281–300.10.2190/Y78L-H21X-241N-7Q02[CrossRef], [Google Scholar])
Students cheat for a range of reasons and these reasons are not limited to online courses. For example, Hensley (2013 Hensley, L. 2013. “To Cheat or Not to Cheat: A Review with Implications for Practice.” The Community College Enterprise 19 (2): 22–34. [Google Scholar])
low grades and ineffective study strategies,
poor time management skills,
personal values and views which relate to achievement,
fear of punishment,
class attendance and peer pressure.
Performance-based pressure and student competition also leads to cheating in comparison to environments which emphasise learning and collaboration.
extrinsic vs. intrinsic motivations to learn, and age, with younger people more likely to cheat than older individuals (Peled, Barczyk, Eshet, and Grinautski 2012 Peled, Y., C. Barczyk, Y. Eshet, and K. Grinautski. 2012. “Learning Motivation and Student Academic Dishonesty – A Comparison between Face-to-face and Online Courses.” Paper presented at the Chais Conference on Instructional Technologies Research, Raanana, Israel. [Google Scholar]). Further, students in face-to-face courses had a statistically higher propensity to cheat than their counterparts in distance learning courses.
he less a topic matters to a person, or the more they are participating in it for instrumental reasons, the higher the risk for cheating.
Digital technologies in and of themselves have not necessarily generated an increase in academic malpractice. What they have done however, is create more ways in which to cheat (Underwood 2006 Underwood, J. 2006. Digital Technologies and Dishonesty in Examinations and Tests, 1–24. Report of the Qualifications and Curriculum Authority, UK. Accessed April 4, 2004. http://dera.ioe.ac.uk/6987/1/qca-06_digital-technologies-dishonesty-exams-tests-report.pdf [Google Scholar]).
Varanje na ispitima korelira s
Varanjem na ispitima u srednjoj školi
Bračnim statusom
Religioznošću
Subjektivnom ocjenom zadovoljstvom studijem
https://www.ncbi.nlm.nih.gov/pubmed/17760395




3. Provjera znanja na papiru i na računalu 

• Varaju li studenti pri računalnim provjerama znanja 
više nego pri provjerama na papiru? 
– da[10] 
– ne[8] 

 

 Cheaters seem to cheat 
 regardless of the testing modality[11] 

 
 

_____________________________________________ 
[10] Grijalva, T., C. Nowell, and J. Kerkvliet. 2006. „Academic Honesty and Online Courses.” College Student 
Journal 40 (1): 180–185. 
[11] Ladyshevsky, R. K. 2015. „Post-graduate student performance in ‘supervised in-class’ vs. ‘unsupervised 
online’ multiple choice tests: implications for cheating and test security.” Assessment & Evaluation in Higher 
Education 40(7): 883-897. 
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only one study (Hollister and Berenson 2009) has approached this research task with the use of a randomized experimental design.

This trend has coincided with convincing evidence (McCabe et al. 2001; Brown and McInerney 2008) supporting the view that students are becoming more inclined over time to cheat on exams and other graded assignments
http://link.springer.com/article/10.1007/s10805-014-9207-1

One question that emerges with the use of unsupervised online testing (e.g. multiple choice question (MCT) testing) is the possibility that cheating is greater (Fask, Englander, and Wang 2014 Fask, A., F. Englander, and Z. Wang. 2014. “Do Online Exams Facilitate Cheating? An Experiment Designed to Separate Possible Cheating from the Effect of the Online Test Taking Environment.” Journal of Academic Ethics 12 (2): 101–112.10.1007/s10805-014-9207-1[CrossRef], [Google Scholar]; Styron and Styron 2010 Styron, J., and R. Styron. 2010. “Student Cheating and Alternative Web-based Assessment.” Journal of College Teaching 7 (5): 37–42. [Google Scholar]).

While there is some research which suggests this possibility, there does not appear to be any conclusive evidence that these new technologies have led to an increase in cheating (Underwood 2006 Underwood, J. 2006. Digital Technologies and Dishonesty in Examinations and Tests, 1–24. Report of the Qualifications and Curriculum Authority, UK. Accessed April 4, 2014. http://dera.ioe.ac.uk/6987/1/qca-06_digital-technologies-dishonesty-exams-tests-report.pdf [Google Scholar]). However, the literature broadly suggests that faculty have concerns regarding the greater potential for cheating in online courses. In one study, which surveyed over 1900 undergraduate students, evidence suggests that students were more likely to cheat in online courses compared to conventional courses (Grijalva, Nowell, and Kerkvliet 2006 Grijalva, T., C. Nowell, and J. Kerkvliet. 2006. “Academic Honesty and Online Courses.” College Student Journal 40 (1): 180–185. [Google Scholar]). Yet in another study of students in both public and private college programmes the opposite was found (Dille’ 2011 Dille’, E. 2011. “A Multi-institutional Investigation into Cheating on Tests in College Online Courses.” Doctor of Philosophy, University of South Carolina, SC (UMI 3488362). [Google Scholar]). In this study, a larger percentage admitted to cheating in conventional courses than in online courses, and those who admitted to cheating in conventional classes were seven times more likely to cheat in online classes. The only significant demographic variable was related to age. Younger students admitted to cheating more often. The author concluded that cheaters are going to cheat regardless of the mode of instruction. The problem with using self-report surveys to assess the extent to which cheating is occurring in online and conventional environments may not yield valid results even with assurances of anonymity (Fask, Englander, and Wang 2014 Fask, A., F. Englander, and Z. Wang. 2014. “Do Online Exams Facilitate Cheating? An Experiment Designed to Separate Possible Cheating from the Effect of the Online Test Taking Environment.” Journal of Academic Ethics 12 (2): 101–112.10.1007/s10805-014-9207-1[CrossRef], [Google Scholar]).




4. Općenite preporuke za računalnu 
provjeru znanja 

• pristup jednom po jednom zadatku, 
bez mogućnosti povratka na riješene zadatke [11] 

• ograničeno vrijeme ukupno i po pitanju [11] 
• nasumični odabir zadataka iz veće dostupne baze [12] 
• korištenje složenijih oblika zadataka [13] 

• izjava o neprepisivanju/kodeks časti/honor code [14] 

– Williams College, Massachusetts, USA 
 

__________________________________________________________________________________________ 
[12] Prince, D., R. Fulton, T. Garsombke. 2009. „Comparisons of Proctored versus Non-proctored Testing 
Strategies in Graduate Distance Education Curriculum.” Journal of College Teaching & Learning 7 (6): 51–62. 
[13] Harper, M. 2006. „High Tech Cheating.” Nurse Education in Practice 6: 364–371. 
[14] Shu, L. L., Gino, F., Bazerman, M. H. 2011. „Dishonest Deed, Clear Conscience: When Cheating Leads to 
Moral Disengagement and Motivated Forgetting." Personality and Social Psychology Bulletin, 37(3): 330–349. 
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Permitting only one question to be viewed at a time
 preventing backtracking will prevent students from going back to questions if they finish early
 Having the test questions drawn randomly from a larger pool of questions which are stored in the online test folder
Vremensko ograničenje ukupno ili po pitanju
Students end up with different overall tests and questions which appear in different orders, making collusion (sitting together to do the test) more difficult (Maguire et al. 2010 Maguire, K., D. Smith, S. Brallier, and L. Palm. 2010. “Computer-based Testing: A Comparison of Computer-based and Paper-and-Pencil Assessment.” Academy of Educational Leadership Journal 14 (4): 117–125. [Google Scholar]; Prince, Fulton, and Garsombke 2009 Prince, D., R. Fulton, and T. Garsombke. 2009. “Comparisons of Proctored versus Non-proctored Testing Strategies in Graduate Distance Education Curriculum.” Journal of College Teaching & Learning 7 (6): 51–62. [Google Scholar]; Trenholm 2007 Trenholm, S. 2007. “A Review of Cheating in Fully Asynchronous Online Courses: A Math or Fact-based Course Perspective.” Journal of Educational Technology Systems 35 (3): 281–300.10.2190/Y78L-H21X-241N-7Q02[CrossRef], [Google Scholar]; Underwood 2006 Underwood, J. 2006. Digital Technologies and Dishonesty in Examinations and Tests, 1–24. Report of the Qualifications and Curriculum Authority, UK. Accessed April 4, 2014. http://dera.ioe.ac.uk/6987/1/qca-06_digital-technologies-dishonesty-exams-tests-report.pdf [Google Scholar]), particularly if there is a time limit on each question. Questions which encourage critical thinking rather than knowledge regurgitation are also more effective as they are harder to cheat on (Harper 2006 Harper, M. 2006. “High Tech Cheating.” Nurse Education in Practice 6: 364–371.10.1016/j.nepr.2006.07.008[CrossRef], [PubMed], [Google Scholar]).

They also found that, while those who read the honor code were less likely to cheat, the honor code did not eliminate all of the cheating
March in Personality and Social Psychology Bulletin (Vol. 37, No. 3), for example, Harvard University psychology and organizational behavior graduate student Lisa Shu and colleagues
“Cheating is contagious,” says Rettinger. In his 2009 study with 158 undergraduates, published in Research in Higher Education (Vol. 50, No. 3), he found that direct knowledge of others’ cheating was the biggest predictor of cheating.
“The key is to create this community feeling of disgust at the cheating behavior,” says Rettinger. “And the best way to do that is at the student level.”
to create a sense of moral community on campus through campus-wide activities promoting ethics and professional integrity.

The main reason honour codes work is because they create a sense of community that students buy into. This is perhaps the reason they come down hard on each other. Because when you cheat, you're no longer seen as cheating the system: you're cheating your friends. 



• Rješenja za nadzor provjera znanja na računalu: 
– potpuno automatizirana ili 
– uključuju ljudski nadzor i dvosmjernu komunikaciju s nadzornikom 

• Preduvjet: 
– fizička oprema: 

• računalo, 
• kamera i mikrofon, 
• brza i pouzdana veza na Internet 

– programska podrška: 
• integracija s web preglednikom, odvojeno rješenje ili integracija s 

LMS-om (npr. Moodle) 
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5. Sprječavanje varanja u računalnim 
provjerama: alati, mogućnosti i primjena 

Presenter
Presentation Notes
Online proctoring
generally refers to proctors monitoring an exam over the Internet through a webcam. It includes as well the processes, occurring at a distance, for authenticating the examinee as the person who should be taking the exam. Adding to the definition, online proctoring includes any automated processes that help to secure a test administration event. 
Online proctoring using human proctors in an effective way was first introduced and championed by Kryterion in 2006, and began large-scale operations in 2008. 
proctors be independent of the testing outcomes are often ignored in favor of cost savings, convenience, and resource availability. 
Second, on-site proctors are generally considered on par with “volunteers,” meaning they are not paid (or poorly paid), relatively unmotivated, and poorly-trained. There are few models in the high-stakes testing industry where attention is paid to high-quality proctoring. 




• Provođenje: 
– 1. provjera identiteta 

• fotografija korisnika preko kamere i snimka osobne iskaznice 
 

– 2. praćenje aktivnosti korisnika 
• snima se: 

– video i audio korisnika sa običnom ili 360 kamerom 
– radna površina računala 

• ograničenja na ispitanikovim računalom: 
– pokretanje nekih aplikacija, 
– copy/paste funkcije, 
– minimiziranje prozora, 
– neke kombinacije tipki, 
– … i/ili potpuno preuzimanje kontrole nad računalom 
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5. Sprječavanje varanja u računalnim 
provjerama: alati, mogućnosti i primjena 

Presenter
Presentation Notes
Online proctoring
generally refers to proctors monitoring an exam over the Internet through a webcam. It includes as well the processes, occurring at a distance, for authenticating the examinee as the person who should be taking the exam. Adding to the definition, online proctoring includes any automated processes that help to secure a test administration event. 
Online proctoring using human proctors in an effective way was first introduced and championed by Kryterion in 2006, and began large-scale operations in 2008. 
proctors be independent of the testing outcomes are often ignored in favor of cost savings, convenience, and resource availability. 
Second, on-site proctors are generally considered on par with “volunteers,” meaning they are not paid (or poorly paid), relatively unmotivated, and poorly-trained. There are few models in the high-stakes testing industry where attention is paid to high-quality proctoring. 




• Rezultat je izvještaj koji uključuje informacije o: 
– svim aktivnostima na računalu, 
– intervalima skretanju pogleda sa zaslona, 
– povećanju razine buke u prostoriji/razgovorima, 
– periodima neaktivnosti na računalu, 
– udaljavanje s radnog mjesta/iz kadra 
– po potrebi dodatna kontrola snimki 
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5. Sprječavanje varanja u računalnim 
provjerama: alati, mogućnosti i primjena 

Presenter
Presentation Notes
http://facultyecommons.com/exam-proctoring-a-review-of-the-top-five-tools/

Neovisno o domeni. Bilo koji ispit koji se može provesti na računalu
Ali s obzirom na cijenu uglavnom se koristi za online studijske programe koji izdaju certifikat i koji se plaćaju



• Primjeri alata: 
– BVirtual, ProctorCam, Kryterion, Software Secure, ProctorU, … 
– engl. online proctoring, exam proctoring 
– razlike: 

• podržane metode autentikacije (lozinka, prepoznavanje lica, 
otisak prsta, analiza unosa s tipkovnice, …) 

• metode nadzora (potpuno automatizirano, uz ljudskog 
nadzornika, uz pronalaženje vlastitog nadzornika, kontrola snimki 
nakon ispita, …) 

• kontrola nad računalom ispitanika 
• dodatne mogućnosti (pauziranje ispita, vođenje dnevnika, 

vrednovanje učinkovitosti, neophodnost veze na Internet) 
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5. Sprječavanje varanja u računalnim 
provjerama: alati, mogućnosti i primjena 
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http://facultyecommons.com/exam-proctoring-a-review-of-the-top-five-tools/




• Nedostaci: 
– 50-300 kuna po testu (sudioniku), 

ovisno o količini i točnim uslugama koje se koriste 
– besplatnih rješenja za sad nema 
– inovativne metode varanja: 

• filtriranje izlaza kamere 
• virtualni strojevi 
• izlaz na više zaslona 
• … 

   (kao i kod provjera na papiru) 
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6. Vlastita iskustva: 
kolegij Vještine komuniciranja 

• Općenito 
– obavezan kolegij na FER-u 
– 1. semestar 
– 650 studenata 

 

• Izvedba 
– pristup pismenom završnom ispitu omogućen s proizvoljne lokacije 

Zimski ispitni rok pisan je uz nadzor u prostoru fakulteta 
– open book 
– vremensko ograničenje 
– prikaz 3 po 3 pitanja slučajno odabrana iz veće baze 
– izjava o neprepisivanju 

14 



• Rezultati 
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6. Vlastita iskustva: 
kolegij Vještine komuniciranja 



• Rezultati 
 
 
 
 
 
 
 
 
 
 
 

– značajno bolji rezultat bez nadzora (p<0,01) 
– kod ponavljača značajno bolji rezultat uz nadzor (p<0,01) 
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6. Vlastita iskustva: 
kolegij Vještine komuniciranja 



6. Vlastita iskustva: 
kolegij Računalna forenzika 

• Općenito  
– izborni kolegij u 9. semestru 
– 77 studenata 

 

• Izvedba 
– pristup pismenom završnom ispitu omogućen s proizvoljne lokacije 

Zimski ispitni rok pisan je uz nadzor u prostoru fakulteta 
– open book 
– forenzički zadaci, postupak je zajednički, rješenje jedinstveno za 

svakog studenta 
– vremensko ograničenje 
– izjava o neprepisivanju 
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6. Vlastita iskustva: 
kolegij Računalna forenzika 

• Rezultati 
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7. Zaključak 
1. Velik broj varijabli na koje nije moguće utjecati i koje je teško 

izmjeriti utječe na odluku o varanju na provjeri znanja 
 

2. Tehnologija za nadzor udaljenog pisanja ispita (potpuno ili 
djelomično automatizirana) je dostupna, ali ograničenje je 
cijena, zbog koje je primjena zasad ograničena na plaćene online 
programe 
 

3. Unatoč pozitivnom iskustvu podržanom primjenom poznatih dobrih 
praksi u takvim provjerama, 
bez odgovarajuće tehnologije za (automatizirani) nadzor 
nije moguće garantirati autentičnost ispitanika 
niti poštivanje pravila pisanja ispita 
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