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1. Introduction

1.1 Purpose of this document

The purpose of this document is to give the customers the installation instructions on how to install and configure the WebProject in order to successfully run on their systems. 
1.2 Document organization

The document is organized as follows: 

· Section 1, Introduction, describes contents of this guide, references to other WebProject related documents etc.

· Section 2, General Requirements, describes what operating system, basic technologies and extensions should the system have, in order to run the WebProject

· Section 3, WebProject hands-on experience, explains where can you test the WebProject without installing it

· Section 4, Installation Procedure, leads the customer through the process of installation (extracting the WebProject, creating the database, testing the database from the shell prompt etc.

· Section 5, Configuring, shows the customers which options should be selected in general and WebProject configuration files, in order to run the WebProject
· Section 6, Testing the installation, offers some help in installing other components, by using a test script which will show what parts are not installed correctly, and shows how to run the WebProject for the first time

· Section 7, Setting automatized actions, helps setting up cron job for the WebProject, which will enable automatic freezing and milestone e-mail alerts

· Section 8, Troubleshooting, gives the customer links to help installing other software which is needed to run the WebProject. Also, there are some solutions to common errors
1.3 Intended Audience

The intended audience is:

· customers, who wish to install and use the WebProject on their own system
· current and future developers, who wish to know how to install it in order to continue working on developing the WebProject

· supervisors, who wish to test the WebProject functionality

1.4 Scope

This document will be oriented to installing/configuring the WebProject related things, not installing/configuring the Web Server, database system and other needed platforms, as WebProject Team cannot know how the system will look like and what is the usual system administration policy in customers’ company. Therefore, system administrators should be contacted in order to secure all the needed background to run the WebProject.

1.5 Definitions and acronyms

1.5.1 Definitions

	Keyword
	Definitions

	Web Server
	A computer (and the software) on the World Wide Web (connected to the Internet Backbone) that stores HTML documents that can be retrieved via a Web browser.

	Linux
	A free Unix-type operating system originally created by Linus Torvalds with the assistance of developers around the world. Developed under the GNU General Public License, the source code for Linux is freely available to everyone.

	Apache Web Server
	An open-source (source code is freely available and can be shared) HTTP Web server software. It is currently the most popular web server on the Net. It is usually run on Unix operating system versions like Linux or BSD, but it can also be run on Windows.

	Session cookies
	Client-State HTTP Cookies are files containing information about visitors to a Web site (eg, user name and preferences).

	cron
	The clock daemon in UNIX that executes commands at specified dates and times according to instructions in a file.


1.5.2 Acronyms and abbreviations

	Acronym or

abbreviation
	Definitions

	PHP
	PHP Hypertext Preprocessor

	IIS
	Internet Information Services

	SQL
	Structured Query Language

	HTTPS
	HyperText Transfer Protocol, Secure

	SSL
	Secure Socket Layer

	DOM
	Document Object Model

	XML
	eXtensible Markup Language

	HTML
	HyperText Markup Language

	XSLT
	eXtensible StyleSheet Language Transformation

	PEAR
	PHP Extension and Application Repository

	GMT
	Greenwich Mean Time

	CET
	Central European Time


1.6 References

For all the related documents, see the WebProject web page on FERWeb DSD home.

· WebProject Requirements Document

· WebProject Design Description Document

· WebProject Technical Documentation

2. General requirements

Note: It is important to realize that WebProject is not a “usual” stand-alone program, which comes in a form of a package (like JAVA .jar archive) or an executable file, it is a Web application which must be run by the Web Server, with the database set up etc. The installation and setting up of those, base technologies, requires time and experience.

2.1 Operating system

WebProject is developed and tested on Linux Debian operating system, although it will work on all the systems which support basic technologies (described later). In one phase of the development process, WebProject was also tested on the Windows platform and it was working with full functionality, but this document is oriented at installation under Linux / UNIX operating system. 

2.2 Basic technologies

The following technologies are required to use the WebProject

· Web Server 

· we suggest running on Apache (developed and tested on version 1.3.33)

· we can not guarantee that WebProject will work on IIS (but there is a high possibility, for IIS version 5 and above)
· PHP 4.3.1 or higher (but not PHP 5)

· developed and tested on version 4.3.1.10-16

· some functionalities will not be available when running PHP 5, and changes in the code should be made
· PostgreSQL 7.4 or higher

· developed and tested on version 7.4

This document will not describe the installation of above products, as we assume that they are already installed properly.

2.3 Extensions and add-ons

Except the basic technologies, other extensions/add-ons mentioned here must be installed:
· Apache:

· enabled HTTPS support (for secure connections)
· PHP

· PostgreSQL extension (for connecting to the database)

· DOM XML extension (for creating the XML reports)

· mcrypt extension (rijndael-128 cipher)

· XSLT extension (for XML to HTML transformation)

· PEAR Base System
· PEAR::DB – Database Abstraction Layer package (for optimized use of the database)
· PEAR::Mail package (for sending e-mails)
· PEAR::Mail_Mime package (for sending e-mails with MIME attachments)
2.4 Web browsers

WebProject is fully functional in the following stable versions of the browsers:

· Mozilla Firefox 1.5 or higher

· Internet Explorer 6 or higher

· Opera 8.5 or higher

We cannot guarantee that the WebProject will work on lower versions of those browsers as we didn't test it on those, but there is a very high possibility for that.

In order to use the WebProject, the following things must be enabled:

· accepting session cookies from the WebProject site

· JavaScript

· SSL (HTTPS support)
3. WebProject hands-on experience 

If you want to test the WebProject and get the hands-on experience, without having trouble installing it on your Web Server, we are glad to offer you access to the WebProject installed at orson.rasip.fer.hr.

For logging in as an administrator, use:
· User name: 
admin
· Password: 
admin
From administrator account, you can create other users for testing.

Please, use the following URL: 

https://orson.rasip.fer.hr/webproject
4. Installation procedure

In order to install the WebProject, the user which is following the installation procedure must have root privileges, and also must be the PostgreSQL administrator.

4.1 Extracting the WebProject

WebProject is distributed in the ZIP archive called webproject.zip. It should be extracted into a directory to which Apache Web Server has read access.
For example, if you are installing it as a normal user, it should be installed into public_html/ directory:

$> cd ~/public_html

$> unzip webproject.zip 

If you are installing it as a web application for all the users, it should be installed into /var/www directory or another Apache web directory. For example:
$> cd /var/www

$> unzip webproject.zip 

Note: WebProject can be installed in other directories also, depending on the system administrator's policy and current Web Server status.

4.2 Setting the file/directory permissions

In order to run the WebProject, file and directory permissions should be set adequately. All the directories should be set up to 755 (user:group:all = rwx:r_x:r_x) except two Smarty directories, templates_c and cache, which should be set up to 777 (user:group:all = rwx:rwx:rwx). To do this, write the following commands 
$> cd /var/www/webproject

$> find . -type d -exec chmod 755 '{}' \;

$> find . -type f -exec chmod 644 '{}' \;

$> chmod 777 templates_c cache;

Note: /var/www/ is the name of the directory where you installed the WebProject.
4.3 Database installation
In order to run the WebProject, the new database should be set up. 

First, you need to create the user which will access the database (WebProject application will use it to connect to its database). This is done by the following command:

$> createuser –a –P –U postgres webproject
Note: postgres is the name of PostgreSQL database administrator. If needed, use another administrator name to which you have access.

Note: webproject is the name of the created user. You can change it if you wish, but please remember it, as you will need to change it in the WebProject configuration file.
If the database is not created yet, it can be created with the following command:
$> createdb –U postgres –e UNICODE webproject

CREATE DATABASE

If the output CREATE DATABASE was not written on the screen, it means that either PostgreSQL is not installed properly, you don’t have privileges to create a database, or some other problem was encountered. Please consult the PostgreSQL installation manual.

Note: postgres is the name of PostgreSQL database administrator. If needed, use another administrator name to which you have access.

Note: webproject is the name of the created database. You can change it if you wish, but please remember it, as you will need to change it in the WebProject configuration file.
After creating the database, you should grant all the privileges to the created user on the created database. Write:
$> psql webproject postgres

Welcome to psql 7.4.7, the PostgreSQL interactive terminal.

Type:  \copyright for distribution terms

       \h for help with SQL commands

       \? for help on internal slash commands

       \g or terminate with semicolon to execute query

       \q to quit

If the above or similar message is shown, you have accessed the database. If an error similar to: 

psql: command not found
or some other errors occurs, the path to the PostgreSQL is not set properly, or an error occurred when connecting to the database. Please consult the PostgreSQL installation manual. 

For granting the rights on database <db_name> to <db_user> write:

grant all on database webproject to webproject;
\q

Now, the newly created database and user should be tested. We are going to create a new test table. Write:

$> psql webproject webproject 

Note: The first parameter is <db_name>, the second is <db_user>. If you have changed it, use the appropriate names.


The output should be:
Welcome to psql 7.4.7, the PostgreSQL interactive terminal.

Type:  \copyright for distribution terms

       \h for help with SQL commands

       \? for help on internal slash commands

       \g or terminate with semicolon to execute query

       \q to quit

If the above or similar message is shown, you have accessed the database. If an error similar to: 

psql: command not found
or some other errors occurs, the path to the PostgreSQL is not set properly, or an error occurred when connecting to the database. Please consult the PostgreSQL installation manual. 

In order to test the database run the following commands:

CREATE TABLE test (


id SERIAL

,
number INTEGER

);

NOTICE:  CREATE TABLE will create implicit sequence "test_id_seq" for "serial" column "test.id"

CREATE TABLE

INSERT INTO test VALUES (DEFAULT, 5);

INSERT 44135 1
Note: Similar number after INSERT should appear

SELECT * FROM test;

id | number

----+--------

  1 |      5

(1 row)
DROP TABLE test;

DROP TABLE

If all those outputs were correct, you have successfully created the database and have the appropriate privileges. If not, please, return to steps which describe database and user creation.
To quit run:

\q
To create the tables needed for the WebProject, go to the WebProject directory, into util/ subdirectory and run the SQL scripts which will create the tables needed.

For example, if the WebProject is installed in /var/www, type:

$> cd /var/www/webproject/util

$> psql webproject webproject –f db_create_tables.sql

For filling the table with the basic data, write:

$> psql webproject webproject –f db_fill.sql

If the above commands didn’t produce any error messages, you have successfully created the WebProject database, created the required tables and filled it with the basic data required.

Some information about the database will have to be configured in WebProject configuration files, which is also described in this document.
5. Configuring

5.1 Changes in php.ini 

The following options should be set and extensions added in php.ini:

; Magic quotes for incoming GET/POST/Cookie data.

magic_quotes_gpc = Off

; Magic quotes for runtime-generated data, e.g. data from SQL, from exec(), etc

magic_quotes_runtime = Off

; Use Sybase-style magic quotes (escape ' with '' instead of \').

magic_quotes_sybase = Off

[…]

extension = pgsql.so

extension = mcrypt.so

extension = xslt.so

extension = domxml.so
5.2 WebProject configuration file

This is the WebProject configuration file and options which can be changed:
· $_conf['db']['dsn'] - array containing the configuration about the database.

· set_include_path –  the path to PEAR packages

· $_conf['lang'] –  default language
· $_conf['design'] –  default site design
· define('DEBUG') –  DEBUG mode for the WebProject (true/false)
· $_conf['mail'] –  array containing information about the way mail is sent. For backend, use ‘mail’, ‘sendmail’, ‘smtp’, and use appropriate parameters if using ‘sendmail’ or ‘smtp’ (http://pear.php.net/manual/en/package.mail.mail.factory.php)
<?php
    ///// Database ///////////////////////////////////////
    $_conf['db']['dsn'] = array (
            'phptype'  => 'pgsql'
        ,    'username' => 'webproject'
        ,    'password' => 'mueKehe1'
        ,    'hostspec' => 'localhost'
        ,    'port'     => 5432
        ,    'database' => 'webproject'
    );
    
    ///// PEAR ///////////////////////////////////////////
    // http://pear.php.net
    set_include_path(get_include_path() . PATH_SEPARATOR . '/usr/share/php/');
    
    ///// Default Language ///////////////////////////////
    $_conf['lang'] = 'en';
    
    ///// Default Template ///////////////////////////////
    $_conf['design'] = 'fer';

    
    ///// Debug enabled///////////////////////////////////
    define('DEBUG', false);
    ///// Mail ///////////////////////////////////////////
    $_conf['mail'] = array (
        'backend'    => 'mail'
    ,    'params'    => array (
        )
    );
?>
6. Testing the installation

6.1 WebProject Test Installation Script

After installing and configuring, we suggest that you run the WebProject test installation script which will test all the main components which should be installed and running. It can be opened in https://<server_name>/<wp_name>/test.php

If there are some red fields, you should try to correct them. If the red fields appear on the HTTPS and PATH_INFO rows, try clicking the links provided.
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Picture 1 - WebProject Test Installation Script

6.2 WebProject First Run

Open your Web browser; enter the URL provided by the Apache server (including the name of the WebProject directory).

The WebProject welcome page should be opened, with the login form on the right. Use the following values for logging in as an administrator:

· User name: 
admin
· Password: 
admin
Note: The password can be changed from the WebProject My Options later. It’s highly recommended to change the admin password as soon as you login on the WebProject.
If the administrator welcome screen is shown, you have successfully installed and set up the WebProject!

7. Setting automatized actions

WebProject has the ability to do some automatized actions: automatically freeze project versions and send e-mail alerts about the project milestones. In order to use those features, a cron job should be set to call the proper WebProject PHP script. It is recommended that you set the cron for the user www-data or whichever user the Web Server uses for accessing the Web pages.
Note: cron daemon must be set to work properly beforehand.  

Automatized actions in the WebProject are set to run the first time the WebProject cron job is called, after the “next run” time of the action has passed (which is set in the WebProject database). All “next times” (freezing and milestones) are set to run on 00:30 GMT time zone. Because of the different time zones (GMT +1) and Daylight Saving Time, we recommend that in CET time zone cron job is run at 3:00AM and 3:00PM (as a safety precaution if cron for any reason does not run at 3:00AM). It can be set to run more often (no damage done), but we don’t find it necessary.

For adding the new job, write:

crontab –e 

Your default text editor will open. Inside, put:

0 3,15 * * * cd /var/www/webproject/; php cron.php >> /tmp/wp_cron.log
(if you want to log the activities) or:

0 3,15 * * * cd /var/www/webproject/; php cron.php > /dev/null
if you don’t want to log the activities.

If you want to test the created job, write:

crontab –l

The output will be the list of cron jobs, together with the newly created job.

8. Troubleshooting

8.1 List of the websites with documentation about install of related products/technologies

On the following pages, you can find the installation guides for basic technologies, extensions and add-ons which are needed to run the WebProject:

· Apache Web Server: http://httpd.apache.org/docs/1.3/install.html
· PHP (all versions): http://www.php.net/manual/en/install.php
· PostgreSQL extension: http://www.php.net/manual/en/ref.pgsql.php
· DOM XML extension: http://www.php.net/manual/en/ref.domxml.php
· Mcyrpt Encription extenstion: http://www.php.net/manual/en/ref.mcrypt.php
· XSLT extension: http://www.php.net/manual/en/ref.xslt.php
· PEAR Base System: http://pear.php.net/package/PEAR/docs
· PEAR::DB package: http://pear.php.net/package/DB/docs
· PEAR::Mail package: http://pear.php.net/package/Mail/docs
· PEAR::Mail_Mime package: http://pear.php.net/package/Mail_Mime/docs
· PEAR mailer instance: http://www.pear.php.net/manual/en/package.mail.mail.factory.php
· PostgreSQL 7.4: http://www.postgresql.org/docs/7.4/interactive/admin.html 
8.2 Smarty directory permissions error

If the following (or similar) error occurs:

Fatal error: Smarty directories (cache, templates_c) are not writable in /home/DSD/ibosnic/public_html/webproject/inc/smarty.inc.php on line 21
it means that Smarty Templates cannot write to cache and templates_c directories. Repeat the process described in Setting the file/directory permissions chapter.
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